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Two-factor authentication and one-time password

Authorization using Google Authenticator app. You have to install this app, before start.
Google Authenticator app can be installed on Android, iPhone
Authorization using Google Authenticator may be required in two cases:

e If you want to use two-factor authentication login;
e |f you want to sign in without a permanent password, using only the one-time password from
the Google Authenticator app.

Activities on livegpstracks.com

- Go to your account settings (top menu item “Settings”)
= Go to the “Password” tab in your account settings

= Find the block “Authorization via Google Authenticator”

__-______E h“
Settings GPS = =
. gﬂ Live GPS Tracking
Account settings [/ GPS monitoring [/ Travel ONLINE [/ Friends [/ Affiliate program

= Profile settings Company profile Motification channels | Password k-

Change password
Previous password:
ey password:

Confirmation:

Change password

Currently, authentication via Google Authenticator is not used.
Authentication via Google Authenticator may be required In two cases

you want to use two-factor authentication;;
you want to log in without permanent password using only one-time password from Google Authenticator app

app or QR code should be
s

he following authent od: two-factor authentication or password-less log in.

You can learn detalled step-by-step guide In help area

= To go to the mode setting, click the “Use Google Authenticator” button
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Authentication via Google Authenticator

Currently, authentication via Google Authenticator is not used.

Authentication via Google Authenticator may be reguired in two cases:

« If you want to use two-factor authentication; ;
« I wou want to log In without permanent password using only one-time password from Google Authenticator app.

What happens after dicking the button |use Google Authenticator

» Security code for Google Authenticator app will be generated (Andreid, IPhone, BlackBerry).
It should be entered In the app or QR code should be scanned,;

« It will be possible to activate the following authentication method: two-factor authentication or password-less log in.

You can learn detailed step-by-step guide in halp araa.

_} | Use Google Authenticator

- Open the app on your smartphone and enter the code manually or scan the QR code.
A code for the Google Authenticator app will appear on the left.

IPTPAWIBHOIQVOXR

Disable Authenticator

Download Google Authenticator app: jaJ

Authentication via Google Authenticator

Attention! Before enabling feature you need, please read the instructions and ensure
that the code was entered to Google Authenticator app

Two-factor authentication log in

Log in without permanent password using only one-time password from |

Google Authenticator app.

You can read the documents on wsing Google Authenticator in the relevant instructions area in area.

Enable

Enable

> Select an authorization method and click the “Enable” button located on the same line as the

selected one.

Only one authorization method can be enabled.
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Authentication via Google Authenticator

IPTPAWIBHOZQVOXR Attention! Before enabling feature you need, please read the instruct

r authentication log ir —__—_-—-* Enabled I

Log in without permanent password using only one-time password fror Enabile

You can 3d the documents 15T ooqle Authenticator in the relevant instructions area in area

How to switch authorization methods?

To switch, click the “Enable” button next to the new method.

How to disable Google Authenticator?

Below the QR code is the “Disable Authenticator” button. Click on it. The page will return to its
original appearance. Now you can enter the site only with a username and password.

How to sign in on website?

Two-factor authentication

= Go to the main page of the site https://livegpstracks.com.
- There is an authorization block on the main page.

- Enter your username and password in the appropriate fields and click the “Sign in” button.
You will be redirected to the page for entering the authorization code.

- Open the Google Authenticator app, look at the generated code.
- Return on website and enter the code in the appropriate field.

- Click the “Sign in” button.
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Enter you account data G:& Live GPS Tracking

e S You are using two-factor authentication via Google Authenticator,
Now you need to enter code for second step.

Code

Is Authenticator not avalable?

One Time Password

= Go to the main page of the site https://livegpstracks.com.

= There is an authorization block on the main page.

= Enter your username in the Login field.

- Open the “Google Authenticator” app and view the generated code.
= In the password field - enter the code from the application.

- Click the “Sign in” button.

In this mode, you can enter either a valid account password or a one-time
password from the “Google Authenticator” application

Reset authorization mode

If you've enabled two-factor authentication but can't use the Google Authenticator app:

= Go to the main page of the site https://livegpstracks.com.

= There is an authorization block on the main page.

= Click on “Forgot your password?”

= Enter your username or email that your account was registered with.

= In the password recovery email, you will receive a link to reset the two-factor authentication mode.

> Follow this link.
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= Log in to the site with your username and password.
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